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Abstract of the contribution:  This contribution describes a proposed solution to protect RRC connection re-establishment of NB-IOT for CP Solution.
1      Introduction
In the context of Mobility improvements for NB-IoT within R14 NB-IOT Enhancement WI, RAN2 discussed the introduction of RRC Connection Re-Establishment procedure to allow context fetch and Re-Transmissions by MME and UE NAS in the case of Radio Link Failure for NB-IoT UE using CIOT CP Optimisation solution.
3GPP RAN WG2 has included RRC connected mode mobility in Release 14 of NB-IOT.  RAN WG2 has issued an LS asking the following:  

“
Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.
“

This contribution discusses security threats resulting from not protecting RRC connection re-establishment messages and a solution proposal to protect RRC connection re-establishment messages.
2      Discussion
In Rel-13, no RRC Connected mode mobility is supported. When the UE moves out of the existing cell coverage, radio link failure occurs. For UE using the CIOT CP Optimisation solution, the UE will release the RRC Connection and performs cell selection when entering idle mode. The UE informs its NAS layer with cause RRC Connection failure. The NAS layer will then perform NAS recovery (i.e. trigger TA update). This is regardless of whether the UE moves within the cell in the same eNB or moves to cell controlled by another eNB. The flowchart of the existing RLF interaction between UE and the network is shown in Figure 1 below:
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Figure 1: Existing RLF interactions
Invoking NAS recovery may involve more signaling overhead (e.g. RRC Connection establishment, TAU, etc.) and thus consume additional UE power. To avoid NAS recovery and to support RRC Connected mode mobility, there is a need to be able to ensure that RRC Connection Re-establishment can also be executed for NB-IoT UE using CIOT EPS-CP optimization without going NAS recovery.
Observation # 1:  
One of the issues for CP solution is that RRC Connection Re-establishment procedure cannot be integrity protected (using Short MAC-I) as the AS security has not been activated. That is, MAC-I needed for deriving the shortMAC-I to authenticate the UE cannot be generated by the UE AS (vs. in legacy LTE, where the AS security context are provided to the eNB at the Initial Context Setup). 
Observation # 2:
UE may re-establish RRC connection during eNB intra or inter-mobility – for example, a stationary UE selects another eNB within the same cell due to RLF.  Or UE may re-establish RRC connection during inter eNB mobility where the UE needs to connect to a target eNB as it moves out of the existing cell coverage.
Observation # 3:  

If a UE is allowed re-establishes RRC connection to the eNB without authentication, this may introduce denial of service attack which would disrupt the services to the real UE. For example, Fake UE (impersonating the real UE) connects to the target eNB and diverts the traffic intended to the real UE to the fake UE.   Furthermore, fake UEs may introduce unnecessary load on eNB and MME by continuously sending unauthenticated traffic.  Hence, RRC connection re-establishment for NB-IOT CP solution must be integrity protected with replay attack prevention.
Solution Proposal : 

NB-IoT UE using CIOT CP Optimisation solution performing RRC Connection Re-establishment should be integrity protected to prevent DOS and replay attack.
3      Proposed Solution
3.1 Solution Overview
Upon successful 3GPP NAS authentication, NAS security association (known as KASME) is generated between the UE and MME. Key KeNB will not be generated because there will not be NAS service request message in CP solution. Therefore the existing protection mechanisms for RRC connection re-establishment for the case when AS security is established cannot be used. 
The solution requires UE and MME to generate KeNB-RRC derived from KASME, similar to KeNB generation when AS security is being established.  The MME will provide this KeNB-RRC to the eNB when responding to the S1 Initial UE message during NAS Attach and NAS Control Plane Service Request, while the UE will provide KeNB-RRC to the UE AS upon sending NAS Attach and NAS Control Plane Service Request. 
After RRC Connection Re-establishment, the target eNB will be informed of the KeNB-RRC*  either via the S1 Path Switch procedure or a new procedure while the UE NAS will provide the UE AS with the new security key after successful re-establishment. The following is a high-level flow chart to illustrate how this can be achieved:
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Figure 2: UE interactions with network using RRC Connection Reestablishment procedure

(1) MME provides the eNB with KeNB-RRC, derived from KASME. It is either sent in the S1AP Connection Establishment Indication or S1AP DL NAS Transport message.
(2) UE NAS generates KeNB-RRC from KASME.  The UE NAS provides the KeNB-RRC to the UE AS for subsequent RRC Connection Re-establishment.
(3) Both UE and eNB will derive KeNB-RRC* similar to KeNB* derivation for both horizontal and vertical security. Also, KRRCint is derived from KeNB-RRC*  similar to the existing KRRCint derivation.
(4) Upon RLF, the UE triggers the RRC Connection Re-establishment which will be integrity protected by the short MAC-I,  The RRC re-establishment short MAC_I is calculated over the parameters sent in the RRC messages over the payload using KRRC-RS-int. 
(5) Upon receiving the RRC Connection Reestablishment Request from the UE, the target eNB used the ReestabUE-Identity to identify the source eNB and request a “UE AS context fetch” from the eNB of source eNB. The source eNB will provide the KeNB-RRC * of the UE as part of the “UE AS context fetch” to the target eNB. The target eNB will use the KeNB-RRC* to derive KRRCint which will be used to compute short MAC-I of the received RRC Connection Re-establishment messages to authenticate the UE.
3.2 Key eNB derivation for RRC re-establishment 
The UE and MME shall derive KeNB-RRC from KASME, similar to KeNB derivation. 
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This input string is used when the MME and UE calculate KeNB-RRC from KASME during the NAS Attach/Authentication. The following input parameters shall be used:

· FC = 0x??,   // TBA
· P0 = Uplink NAS COUNT,

· L0 = length of uplink NAS COUNT (i.e. 0x00 0x04)

The input key shall be NAS security association key, KASME, between UE and MME.
3.2 KeNB-RRC * derivation for RRC Connection re-establishment 
This will be similar to KeNB* derivation for both horizontal and vertical security described in 3GPP 33.401.  
3.3 KRRC-RS-int derivation for RRC re-establishment 
KRRC-RS-int derivation will be similar to KRRCint derivation described in 3GPP 33.401, annex A.7 which uses KeNB* as the key input.  

3.3 Short MAC-I Calculation for RRC re-establishment 
RRC connection re-establishment short MAC-I can be calculated as follows.  

- KEY shall be set to KRRC-RS-int (RRC re-establishment Integrity Key) 
- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- all COUNT bits shall be set to 1.

- Input sequence = ASN.1 encoded of the existing RRC re-establishment payload (i.e., C-RNTI, source cell PCI, Target Cell ID)
The RRC connection re-establishment short MAC-I shall be the 16 least significant bits of the output of the used integrity algorithm. 
4      Conclusion
This contribution establishes the following:

1) For CP / NB-IoT solution, when RRC Connection Re-establishment procedure is performed, there must be a security mechanism to authenticate the UE to the eNB to prevent DOS and replay attack.
2) For CP / NB-IOT solution, it is possible to use a similar solution as when AS security is established to protect RRC Connection Re-establishment for NB-IoT.
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